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Privacy and the protection of property are fundamentally tied together with freedom and liberty,
as every “civil” and not-so-civil libertarian can attest. Being secure in one's property and effects, save
through due process in a legitimate criminal proceeding is an inherent natural right, as the Fourth
through Sixth Amendments to the US Constitution attest. Many, if not all state constitutions also reflect
this sentiment, but unfortunately, all fifty-one governments collectively known as the United States
have many an exception to these basic rules. As a result, privacy and asset security becomes an
increasingly important issue for all Americans; from the most generic member of “Middle America”, to
the successful business owner, to the established political activist.

This article is written specifically for fellow Free State Project members and their families, and
thus will attempt to provide a sound overview of the privacy sector in general, and will focus primarily
on the model of the “citizen-activist”, i.e., the typical Free Stater who is at once a political activist and
a business owner, employee, parent, or student. As a movement and as individuals, therefore, we are in
a unique situation that provides some interesting benefits and risks that other idealistic social and
political movements do not necessarily have. To illustrate this, I will dissect our movement's goals and
modus operandi into their separate units. [ will then demonstrate the potential avenues of attack
creating risks in this area, and then what can be done to minimize the problem as much as possible.

That said, the most important rule of privacy/security is that there is no such thing as a perfect
solution. Years in the IT and privacy fields (both formally and informally) have taught me that having
this knowledge is key. In fact, it's a hundredfold better to have a 80% effective solution that is regularly
monitored than a 99% effective solution that is never reviewed. It is of high importance to note that the

crux of both the FSP's mission and the issue of privacy/asset protection is inherently social. The legal


http://www.mpassetprotection.com/

system (such as it is) can be used as a powerful tool to protect one's effects (especially capital and
financial goods), as discussed later on. Before you do anything, however, you must understand and
practice what is sometimes called a “culture of privacy”.

By this term, I posit that Free Staters should recognize and keep in confidence sensitive details
about personal and activism matters around others who are not directly part of the action at hand. In
other words, it will probably not be lethal to discuss an upcoming protest with your trusted policeman
buddy, but at the same time, if he's not participating, he really doesn't need to know for any
constructive reason. There are a million other probably more exciting topics for conversation you can
choose, and everyone will be made better for it. Similarly, your personal banking, investment, and
purchasing habits aren't anyone else's business with the exception of your banker, financial adviser, and
perhaps your direct relatives.

The key to protecting what you have is to make sure that only trusted people know it exists.
Bragging may be fun for the present, but over the long term, you'll be much happier to have your
personal assets and no social status points rather than the reverse. There's a good reason why so many
celebrities end up going broke eventually. In short, don't be paranoid, but always think twice before
opening your mouth on potentially sensitive topics. For more information on the “security culture”,

please see http://exitthematrix.dod.net/resist.ca-security_culture.pdf and

http://exitthematrix.dod.net/org-security-booklet.rtf. These guides are designed specifically for activist

groups, and are produced by the Resist.ca and ActivistSecurity.org, respectively.

Banking, Credit, & Finance

As many of you are doubtlessly aware, the most common avenue of attack in terms of one's
privacy and financial solvency comes in the form of “identity theft” as it applies to credit cards and
other sensitive banking-related information (Socialist Security #, DOB, etc.). This important
information is particularly significant not only because of such data's intrinsic financial value, but also

because of it's great potential for theft and abuse. Fortunately, ID theft issues related to financial
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documents (paper ones anyway) can generally be fought off with some common sense precautions.

First, buy yourself a good quality paper shredder if you don't already have one. Be sure to get a
cross-cut or “confetti-cut” shredder. Nowadays, both types are nearly the same price, and there's no
reason why you should pass up getting the great security boost that cross-cut shredding provides. When
you are throwing your shredded paper away, it is a good idea to simply dump the loose material into the
recycle bin rather than leaving it in some kind of paper or plastic bag. This is especially good if your
trash service lets you put all your refuse unsorted in one large container. Doing this will make
everything get mixed up and scattered around, thus making it all the more difficult for a snoop to
recreate your sensitive documents from pieces.

Second, you may wish to enhance your privacy and reduce your personal debt (real or potential)
by ditching four or five of those seven credit cards that the average American allegedly has. Given the
higher educational standards of Free Staters overall, I would assume that this is not the case for any of
us. I personally don't have a single credit card myself, and live out of my checking account relatively
well. On the other hand, having extra buying power can be handy at times, especially for infrequent
large or emergency purchases. That said, limit yourself to one or two cards (say MasterCard and Visa
for maximum convenience) and use them sparingly. The fewer credit cards you have, the fewer credit
card numbers can be stolen and abused at your expense (literally and figuratively)!

If you desire more privacy, and do not need a debt-based line of credit, there are several
alternatives available to you. The simplest, and most common method of saving historically is to hold
on to your money by storing it in a secure place, either hidden somewhere in your house or in a strong
fireproof safe. The pros of doing this are that there is no record of your transactions, and it can be
cheaper than having your money and precious metals in a commercial vault somewhere. The downside
to this method, of course, is that you have less liquidity, and may be more susceptible to theft or natural
disaster damage.

An alternative to the old “mattress method” is to have your money stored as gold in a digital e-

Gold or e-Bullion account. You can finance your account through a plethora of competing



funding/exchange companies, many of which require little to no personal identifying information.
These services can be often used to pay for things on-line, albeit they are not as popular as PayPal at
the time of this writing. All reputable e-metal companies have secure, regularly audited vaults, and
maintain a strict 100% reserve ratio. On the one hand, this means that you'll always have what the
statements claim for immediate withdrawal. Also, metals prices are going up, which is a bonus for
account holders. On the other, there are some small % maintainance fees that apply. Like it or not, this
is the price we must pay for real money. If this bothers you, just get over it; this is how it's been done
most of the time throughout history, and it's the best way to maintain a stable economy. If you don't
believe me, read Money, Bank Credit, & Economic Cycles by Jesus Huerta de Soto, published by the
Von Mises Institute. Even if you do, it's a good read, and I highly recommend it.

Alternatively, you can use an anonymous money order/check writing system like MYICIS. This
service allows you to anonymously send and receive checks and money orders without onerous ID
requirements like SSN, etc. You can fund your account with e-Liberties, e-Gold/Bullion, or bank wire
transactions. For maximum anonymity, I would recommend the e-Liberty method, especially if you can
fund your own e-LD account via purchasing from a reputable third party rather than NORFED itself
(not that they would turn over information anyway, but still). KeepYourAssets.net (“KYA”, for short)
offers complementary set-up of such an “anonymous money management account” for you when you

purchase a qualifying asset protection package. See http://www.keepyourassets.net/privateaccount.html

for further details. You can also get a debit card semi-anonymously linked to the account.

Sometimes, one needs a truly anonymous debit card for buying sensitive items on-line or when
traveling. Many on-line stores, and even some commercial banks (such as Key Bank) claim to offer
anonymous, or at least “private” debit options, whatever that means. Long story short, my own
personal experimentation on this topic is that it is a complete hoax. However, there is one company,
Ultimate-Anonymity.com, that can and will do this for you, albeit for a moderate surcharge (<10%).
You must become a member to access the site (lifetime membership is only $59.95), however you will

be able to do a lot of cool things with that, including tons of digital privacy tips/tools and a free
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anonymous postage letter re-mailing service. I've been using this service for over a year now, and |

highly recommended it.

Many times you will probably want or need a regular bank account, mutual fund, etc. Under

normal circumstances, this constitutes a real risk to your privacy and asset security against forfeiture.

Fortunately, such problems can be resolved with a bit of time and a few hundred dollars well spent. The

simple procedure is as follows:

1.

2.

Get yourself an anonymous New Mexico LLC

Obtain an Employer ID# (EIN) from the IRS. Be sure someone does this for you so that your
own information is not on record with these fiends!

Find a trusted person to act as a “nominee” to set up the account for you in the name of your
LLC. This person will have his/her name on the founding documents most likely, and will then
need to hand over all the account information and paperwork to you after the account has been
successfully set up. J.J. Luna mentions hiring trustworthy looking homeless people off the street
for this task in exchange for some beer or other real or imagined necessities; however, [
wouldn't do this myself unless I happened to know the bum personally. Besides, a nice suit
inhabited by a member of the sex opposite that of the bank clerk can open more doors than a
hobo ever could. I can recommend aftershaves if anyone requires it. If you are in my local area
and/or you would like to set up an account with a national bank chain, I may be able to help for
a reasonable fee. Please contact me using the information provided in this document.

Storing Important Documents

It is a good idea to store the important documents you do need to keep in a secure fashion. Since

the passage of the USAPATRIOT and other such acts, a traditional bank-provided safe-deposit box is

not an option anymore, as everyone is surely aware. It can be searched and seized quite easily, and

your chances of this happening skyrocket if influential people know you have a lot of valuables to be

separated from. Instead, I recommend investing in a good quality, fireproof safe that will safeguard



your valuable documents and other property from theft or destruction by the elements. To further
improve security, make sure you install it in a way that will make it both difficult to initially find, and
hard to remove if the safe is in fact discovered. If your house has sufficient crawlspace underneath or a
basement, install your safe in the concrete slab with bolts (many safe kits come with them for this
purpose), then hide it by disguising it with a plastic or metal electrical or gas housing such that it looks
like just another utilities component in your house.

Another effective way to protect your wealth is to buy hard assets. What does this mean? To
make a long story short, this means gold. To make the story longer, it means gold, silver, platinum, and
palladium, and their various related IRA and ETF investment funds. ETFs and IRAs maybe be
favorable for those who wish to have their retirement savings taken care of by a professional for
simplicity and security's sake. On the other hand, however, such investments have a paper trail and may
be subject to capital gains taxes, depending on the circumstances. Contrast this scenario with privately
held bullion, especially “numismatic” (minted coin) bullion, which is not subject to capital gains tax, as
it is considered a collector's piece and not “money” (though we know better of course). Additionally,
rare coins have the advantage of gaining in value over time. This phenomenon serves to counteract the
fact that regular bullion metals do not gain “interest”, as paper assets do. For more information, please

see http://www.goldcentral.com/gold-coin-content/rarecoins.html.

Housing & Real Estate

Now comes the subject of housing, which is very important for two reasons: On a practical
level, we will all need somewhere to reside during (and ideally at least just before) moving to the Free
State. In principle, housing is for many people the most “real” form of property. I completely agree
with this stance, however, as a privacy expert, I must say some things that will be unpopular. Home
ownership can be the pride and joy of the owner, and for the libertarian a tangible and outward display
of fundamental values. However, from a privacy and asset protection perspective, home ownership is

extremely detrimental, and potentially flat out dangerous. The reason for this is simple: Your
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mortgages, deeds, and other such legal documents are PUBLIC RECORD (either de jure or de facto
depending on your jurisdiction).

In order to protect yourself from generating these kinds of documents, you have essentially
three options: rent, buy an RV/mobile home, or keep your real estate property in the name of a Limited
Liabilities Company (LLC) or private trust. New Mexico is the recommended state for this for both
cost and legal reasons when forming an LLC, but comparable options can be found in the states of
Delaware and Nevada. All three options will be discussed in their own dedicated subsections.

For simplicity, we will start with the topic of rental property as a tenant. When renting, be sure
to get the landlord to pay for all utilities directly, rather than bill you separately. An attractive initial
down-payment of two to three months' rent should grease the wheels nicely, as most landlords worry
about these issues out of a fear of non-payment more than anything else. Again, any legally binding
contracts related to your living accommodations (including utility contracts and bills) are essentially
public record. Additionally, renting can be very handy if you need to leave the area in short notice for
any reason. | presume that many neophyte New Hampshirites will be utilizing this option, at least for

the foreseeable future for obvious financial reasons. [FSP average age known?]
LLCs for Owning Real Property

If you strongly desire or need to own your own real estate for whatever reason, you may
achieve a similar level of protection by legally owning your house through a New Mexico LLC (on
paper, not you, but the company owns the property). Doing this prevents your own name from showing
up on public records. The benefit of this is that it will be that much harder for stalkers and criminals to
find you, and greedy legal leaches will be unable to obtain your real estate or other valuables such as
cars or boats by filing a frivolous lawsuit. Rental property owners and businesspeople can also benefit
from using an LLC to limit liability from lawsuits regarding accidents or other litigation related to your
tenants or business partners. Please see the examples at http://www.rjmintz.com/ regarding LLCs and

Equity Stripping/Trusts for detailed information. Also see http://www.keepyourassets.net/nmllc.htm for
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useful tips and ordering information.

If you utilize a New Mexico LLC correctly (especially one with a foreign business address on
paper), your property will be quite difficult to research, and all but the most desperate New London
style eminent domain fiends should be repelled before they hit the “mother load”. For example, my
own LLC was registered with it's “permanent place of business” in Spain's Canary Islands, and does
not reference my name on any of the incorporating documents.

Offshore & Specialized Trusts

[Nik & Varrin's fabulous info about various trust scenarios and where/how to get them set up correctly.]
For more information and two very reputable LLC lawyers with whom I have had personal experience
with, please see the following pages:

1. http://www.canaryislandspress.com/index.cfm/page/LLCs

2. http://www.mpassetprotection.com/ (My KYA Affiliate link)

Each of these companies provides slightly different, but complementary services. For example,
both provide anonymous New Mexico Limited Liabilities Companies, but Global Direct
(KeepYourAssets.net's parent company) provides additional services, such as anonymous banking,
private eGold account funding, and anonymous IRS EIN registration. On the other hand, Canary Island
Press is the publisher of J.J. Luna's famous How to Be Invisible and home-based business books.
Luna's site also has the unique service of providing customers with anonymous re-mailing services for
your periodic important documents shipping needs. Depending on your personal needs and desires, you

may wish to pick and choose from a large menu. This is what I've ended up doing over time myself.
Communications Privacy

Now that we've discussed financial and asset protection matters, we will now transition into a
brief discussion of methods you can use to maintain the privacy of your personal communications, both
on-line and in the physical world. As a very mobile and decentralized organization, the Free State

Project and others like it are heavily dependent on rapid, accurate, and actionable information.
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Ensuring that said data is secure is very important- the less suppression and CYA (cover your ass) time
politicians and their lethal enforcers have, the better.

Electronic communications, especially those involving the Internet are of high importance; all
of us use it on a regular basis, and some, maybe even many (but I hope not most) of us use it as the
only mode of contact between other participants. As a result, one would benefit from taking a few of
the extra steps necessary to ensure private communications, not only when it comes to FSP related
correspondence, but with others, as appropriate. I have written about this topic extensively on my web
site, so I will not go into much detail here for the sake of reducing redundancies. I will say that there
are generally two avenues of attack for digital data. Put another way, there are two distinct aspects, or
attributes of data security that you should be aware of and then learn how to control.

First, there is the issue of the actual data you are attempting to send. If your transmitted data is
so sensitive that you do not want anyone except for the recipient to read and understand it, then you
need what's called “data level” security, i.e., encryption. Please see
http://www.libertarianactivism.com/writings/cryptography.shtml for more information on what
encryption is, exactly, and how you can properly (and easily!) implement it.

In some circumstances, you may be concerned less with hiding the data proper from
interception in-transit, but are worried rather with sending it in an anonymous, difficult to trace way. An
example of this might be a case where a potential whistle-blower inside a local bureaucracy wants to
alert the media and the general public about yet another corruption scandal perpetrated by his or her
boss. The information itself is not private (purposely intended for public consumption in fact!), but the
whistle-blower does not want to be detected, as this would lead to expulsion or worse. In such

situations, one can use an encrypted anonymous email re-mailer or a secure proxy such as Tor

(http://tor.eff.org). More details can be found at

http://www.libertarianactivism.com/writings/internetsecurity.shtml.

Finally, there are also some circumstances in which you might want to both secure the data

itself and hide its point of origin. One example of this (one that I highly recommended) is using the
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GAIM open source instant messaging client (http://gaim.sourceforge.net/) with the Off-The-Record
(OTR) plug-in (found at http://www.cypherpunks.ca/otr/) over Tor. If you have already installed Tor,
simply install and set up GAIM and the OTR encryption plug-in. Then set GAIM's SOCKS4 proxy
settings to utilize Tor (127.0.0.1:9050 by default). Doing this will not only give you complete strong
encryption end-to-end (if the recipient is also using GAIM/OTR), but it will be also extremely difficult
for an attacker to discover where and who the communicating parties are. For the activist on the go,
please check out Anonym.OS, an OpenBSD-based live-CD that will load fully configured with GAIM,
Firefox, Thunderbird, and other popular Internet tools. There is little to no set-up required, and all
communications will be automatically routed through Tor for privacy. When you're done, simply shut
down and restart. All data is on the CD, thus nothing is written to your hard drive, so no trace is left,
and none of your files are harmed. Optionally, however, you can save data, settings, etc. to a USB

memory stick if you desire.
Further Reading & Related Resources

Below is a listing of informational material and asset/privacy protection services that can be of
immense value to Free Staters and other pro-liberty activists. They are organized loosely by topic, and
subjective usefulness. Unless otherwise noted, I have either personally used said services, or been
directly involved in their creation. If you have any comments about this or would like to suggest
additions, please e-mail me at firefox-gen@walala.org. I use the Enigmail GPG Extension for Firefox
(http://enigmail.mozdev.org), so please send me your private key when writing, if you have one. I

always sign my messages, but encryption is good too if possible.

Personal Asset Protection
1. KeepYourAssets (http://mpassetprotection.com)- Arguably the best asset protection related
service company out there. I have purchased services from them in the past, and I am currently

a consultant and sales affiliate for them. I can personally attest that the services we offer are of
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high quality and very low price, as the industry goes. All services we offer are done in an
anonymous manner, meaning that your personal ID is never attached to any bank account, IRS
EIN #, New Mexico LLC formation, or anything else. As a result, individuals who hire us will
quickly and cheaply attain a level of privacy that only the most wealthy and well-connected
people could enjoy even five to ten years ago. For a complete and ever expanding list of
services, and information about our generous affiliate program, please see
http://mpassetprotection.com or that you were referred by Andrew Del Vecchio, Platinum
Affiliate; doing so will enable me to earn a commission, so that [ may continue to support the
liberty movement (and the FSP in particular) on a regular basis. Thanks!

2. HowToBelnvisible.com- The on line home of Mr. J.J. Luna and his famous personal privacy

book, How To Be Invisible. Here you can find samples and ordering information about his

works, plus additional services, such as New Mexico LLC formation and minor letter re-
mailing services.

3. Ultimate-Anonymity.com- A very good one-stop shop for digital and on line privacy tips and
tools. They also offer a great anonymous letter re-mailing service that is free with paid
membership. This feature alone is a good reason to use this company.

4. Anonymity-Portal.us- An excellent archive of some of the best (and most controversial) privacy
and anonymity information out there. You will also be able to find restricted information about
various drug-war and war-on-terror topics as well. I highly recommend this one for all serious
privacy seekers/advocates. A word of caution though- please access this site through secure
means, such as through Tor (http://tor.eff.org/). A failure to do so may be a personal risk, given

the nature of some of the material stored there.

Final Thoughts

I hope this guide is of great benefit to the members of the Free State Project, and to the

libertarian activist community as a whole. With these privacy tools, a strong sense of mutual
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responsibility, and a strong adherence to our principles, there's no end to what we can achieve for
Liberty in Our Lifetime! That said, I welcome and encourage you to send me your comments and
suggestions for future versions. This paper is an ongoing work in progress, so any aid is greatly
appreciated. I will show my appreciation to contributors by making a note of your support in the
“Thanks To...” section at the end of this document. I respect privacy, so please let me know if you
would like to be cited by name or noted anonymously.

I may be contacted via e-mail at firefox-gen@walala.org at any time, or via AIM at
PowerPenguinNIX (Please us GAIM with the OTR Plug-in if possible). My asset protection business
web site is http://mpassetprotection.com/, and my personal outreach and blog site is located at
http://libertarianactivism.com/blog/. This site also has many interesting privacy and politics related

essays and presentations that may be of interest, plus some nifty on-line encryption software.
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